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Abstract: E-commerce websites continue to get affected by fraudulent online
activities in spite of the substantial efforts made by different stakeholders
such as card issuers, banking intermediaries, merchants, and law enforcement
agencies. First-time promotional discounts are offered by e-commerce websites
for gaining and retaining new and existing customers. However, in several
instances, such discounts are abused by fraudsters. Surprisingly, little attempt
has been put in the past to detect such abuses. This study is the first attempt in
this direction and uses transaction data of an e-commerce company to develop a
rule-based detection system. The rules-based system is developed in two-stage
processes, generation of facts and rules, respectively; and it is further validated
by experts. An architecture of a rule-based fraud detection system is also
proposed. Using rule-based detection system, the company can flag-off the
probable abusers, and can subsequently monitor their behaviour and take
decisive actions.

Keywords: e-commerce fraud; promotional abuse; fraud detection; preventing
misuse; discount promotions; e-commerce website; rules-based systems; online
fraud; fraud prevention.

Reference to this paper should be made as follows: Manohar, G.V.,
Bhattacharjee, B. and Pratap, M. (xxxx) ‘Preventing misuse of discount
promotions in e-commerce websites: an application of rule-based systems’,
Int. J. Services Operations and Informatics, Vol. x, NO. X, pp.XXX—XXX.

Copyright © 200x Inderscience Enterprises Ltd.



www.emeraldinsight.com/1328-7265.htm

The current issue and full text archive of this journal is available on Emerald Insight at:

Detection of phishing websites
using a novel twofold

ensemble model

Kalyan Nagaraj
Department of Computer Science and Engineering,
RV College of Engineering, Bangalore, India

Biplab Bhattacharjee
School of Management Studies, National Institute of Technology, Calicut, India, and

Amulyashree Sridhar and Sharvani GS
Department of Computer Science and Engineering,
RV College of Engineering, Bangalore, India

Abstract

Purpose — Phishing is one of the major threats affecting businesses worldwide in current times.
Organizations and customers face the hazards arising out of phishing attacks because of anonymous access to
vulnerable details. Such attacks often result in substantial financial losses. Thus, there is a need for effective
intrusion detection techniques to identify and possibly nullify the effects of phishing. Classifying phishing
and non-phishing web content is a critical task in information security protocols, and full-proof mechanisms
have yet to be implemented in practice. The purpose of the current study is to present an ensemble machine
learning model for classifying phishing websites.

Design/methodology/approach — A publicly available data set comprising 10,068 instances of
phishing and legitimate websites was used to build the classifier model. Feature extraction was performed by
deploying a group of methods, and relevant features extracted were used for building the model. A twofold
ensemble learner was developed by integrating results from random forest (RF) classifier, fed into a
feedforward neural network (NN). Performance of the ensemble classifier was validated using k-fold cross-
validation. The twofold ensemble learner was implemented as a user-friendly, interactive decision support
system for classifying websites as phishing or legitimate ones.

Findings — Experimental simulations were performed to access and compare the performance of the
ensemble classifiers. The statistical tests estimated that RE_NN model gave superior performance with an
accuracy of 93.41 per cent and minimal mean squared error of 0.000026.

Research limitations/implications — The research data set used in this study is publically
available and easy to analyze. Comparative analysis with other real-time data sets of recent origin
must be performed to ensure generalization of the model against various security breaches. Different
variants of phishing threats must be detected rather than focusing particularly toward phishing
website detection.

Originality/value — The twofold ensemble model is not applied for classification of phishing websites in
any previous studies as per the knowledge of authors.

Keywords Machine learning, Ensemble learner, Intelligent systems, Phishing website

Paper type Research paper

1. Introduction
Exponential expansion of data in digital media over the years has resulted in corresponding
growth of e-commerce transaction volumes. Internet has provided a digital platform to
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Identifying the causal relationship between social
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Abstract: Movie marketing strategies have undergone a rapid metamorphosis
over the years with the progress in technological innovations and advent of
social media. Social media gives a two way interacting platform and such
interactions generate voluminous textual content which can be a source for
deriving new insights into the customer behavioural dynamics and can also act
as a handy tool for revenue enhancement. This study is designed to understand
whether the polarity of the social media content of Bollywood movies can
essentially reveal any insights about the potential box office revenues. The
initial steps involved data collection from social media, followed by text
mining to identify the sentiments about a movie. Furthermore, the relationship
between the sentiments captured from social media and total revenue generated
was explored in both pre-release and post-release scenarios and linear
regression models were built. The model can be further improved by
incorporating additional metrics.

Keywords: social media; sentimental analysis; Bollywood; box-office; text
analytics.
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ABSTRACT

We investigate the dynamics of cross-market clustering and connectedness of the Asian capital markets
in this study. We perform the cross-correlation structure analysis of the daily return data of 14 global
indices belonging to the major Asian capital markets by using the sub-dominant ultrametric distance
based MST and Hierarchical Clustering techniques. The study dataset is for fourteen years duration
(2002-2016). A rolling window approach is used to generate 151 temporally synchronous observations.
We generate MSTs and Hierarchical Clustering plots (based on average linkage distance) for these tem-
porally synchronous observations, and visually comprehend them to decipher the cross-market cluster
formation, hub node formation, and connectivity structure with hub nodes. To identify those set of
Asian markets having close connectivity with India, we employed a weighted hop count method and
based on its scorings the Asian indices are subsequently ranked. We also investigate the influence of
the 2008 financial crisis on the connectivity and clustering patterns in the Asian indices network. We also
compute the key network topological parameters to decipher the dynamically varying topological prop-
erties, and with a particular reference during financial crisis periods.
© 2017 The Authors. Production and hosting by Elsevier B.V. on behalf of King Saud University. This is an
open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

In modern day theories of portfolio management, an essential
element is the feature of risk diversification, be it in domestic or
regional or global scales (Gao et al., 2015). Understanding this risk
diversification in these three scales encompasses the interpretation
of the behaviour of cluster formation & the ingredients of risk con-
tagion in investable asset classes. The customarily utilized cross-
correlation analysis is a key quantitative measure of interactive

* Corresponding author at: Institute of Cancer and Genomic Sciences, Centre for
Computational Biology, University of Birmingham, B15 2TT, UK
E-mail addresses: biplab_p140069ms@nitc.ac.in (B. Bhattacharjee), shafi@nitc.
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Peer review under responsibility of King Saud University.
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relationships among pairs of securities (Gao et al., 2015) and also
for the cross-market linkages, and an investigation into this will
facilitate the enhanced understanding of the dynamic mechanisms
with which an integrated complex economic system operate.

As an outcome of the steady rise in the globalization and the
expansion of cross-country economic activities, there has been a
noticeable incline in the correlation of global financial markets.
In spite of the fact that this cross-market interaction has promoted
allocation of financial and economic resources in an optimal man-
ner, it also has subsequently caused the rapid spread of financial
crisis to markets possessing no significant attachment to the real
cause of the crisis but rather than because of that market’s linkage
(in direct or indirect manner) to the source of the contagion.

For instance in the year 2007, the US subprime mortgage crisis
originated because of the defaults in US mortgage lending and
investment banking space (a purely domestic reason) & had swiftly
transmitted its contagion to savings institutions, insurance compa-
nies, and commercial banks located all across the world in different
geographies, which has subsequently resulted in a crisis of global
nature. Having the capacity to depict and comprehend correlation

1319-1578/© 2017 The Authors. Production and hosting by Elsevier B.V. on behalf of King Saud University.
This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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Abstract

The socio-economic systems today possess high levels of both interconnectedness and
interdependencies, and such system-level relationships behave very dynamically. In such
situations, it is all around perceived that influence is a perplexing power that has an oversee-
ing part in affecting the dynamics and behaviours of involved ones. As a result of the force &
direction of influence, the transformative change of one entity has a cogent aftereffect on
the other entities in the system. The current study employs directed weighted networks for
investigating the influential relationship patterns existent in a typical equity market as an out-
come of inter-stock interactions happening at the market level, the sectorial level and the
industrial level. The study dataset is derived from 335 constituent stocks of ‘Standard &
Poor Bombay Stock Exchange 500 index’ and study period is 15! June 2005 to 30" June
2015. The study identifies the set of most dynamically influential stocks & their respective
temporal pattern at three hierarchical levels: the complete equity market, different sectors,
and constituting industry segments of those sectors. A detailed influence relationship analy-
sis is performed for the sectorial level network of the construction sector, and it was found
that stocks belonging to the cement industry possessed high influence within this sector.
Also, the detailed network analysis of construction sector revealed that it follows scale-free
characteristics and power law distribution. In the industry specific influence relationship
analysis for cement industry, methods based on threshold filtering and minimum spanning
tree were employed to derive a set of sub-graphs having temporally stable high-correlation
structure over this ten years period.

Introduction

In the past decades, there have been substantial empirical contributions focusing on investigat-
ing the socio-economic systems in the framework of complex network analysis [1-9]. Even

though the concept of complex network analysis is not recent, studies in past [10] have empha-
sized the capability of this method to understand the principal attributes of interacting systems
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